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Linux

Hitachi Gigabit Fibre Channel Linux

[ ] HITACHI Gigabit Fibre Channel SUSE
Linux Enterprise Server

SUSE Linux Enterprise Server 11 SP3

x86_64
3.0.76-0.11

# /binfuname -r



DISK
OS

SUSE Linux Enterprise Server

1) CD
CD Driver & Utility CD for SuSE Linux
(2) SUSE Linux Enterprise Server USB DVD-ROM
) “Connecting Boot Devices and Adapters ...” F1

<F1> Setup <F2> Diagnostics <F12> Select Boot Device
<F6> Firmware Log
Comecting Boot Devices and Adapters ... 3




(4) “System Configuration and Boot Management”

Settings” Enter

System Configuration and Boot Management

» System Information
3
» Date and Tine

» Start Options
» Boot Manager

» System Event Logs
» User Security

Save Settings

Restore Settings
Load Default Settings
Exit Setup

This selection will take you
to the System Settings.
Changes may not take effect
immediately, but rather must
be saved & the system
rebooted before new settings
take effect.

Ti=Move Highlight

<Enter>=Select Entry

<ESC>=Exit Setup

(5) “System Settings”

“Adapters and UEFI Drivers”

Systen Settings

Advanced RAS

Devices and I/0 Ports

Disk GPT Recovery

Driver Health

Integrated Management Hodule
Legacy Support

Henory

Network

Operating Modes

Pouer

Processors

Recovery

Secure Boot Configuration
Storage

Trusted Platform Hodule (TPM 1.2)
User Security

This option is only for
older generation UEFI
drivers to configure their
correspond ing device.

Ti=Move Highlight

<Enter>=Select Entry

Esc=Exit

“System




(6) “Adapters and UEFI Drivers”

Adapters and UEFI Drivers

Please press ENTER to compile the list of drivers Uhen entering this page for

the first time the list of
drivers which are compliant
to UEFI 2.0 or below must be
conpiled.

Tl=Hove Highlight <Enter>=Select Entry Esc=Exit

(7) “I-Hitachi PCI-X/PCle Fibre channel Controller”

fAdapters and UEFI Drivers

Adapters and Drivers Select this option to
configure the specific
Broadcon Gigabit Ethernet Driver device managed by a driver.
|-PciRoot (0x0) /Pci (0x2,0x0) /Pci (0x0.,0x0)
1-1-PciRoot (0x0) /Pci (0x2,0x0) /Pci (0x0,0x0) /MAC (B0 .
008778D12C. 0x0)
|-PciRoot (0x0) /Pci (0x2,0x0) /Pci (0x0.0x2)
1-1-PciRoot (0x0) /Pci (0x2, 0x0) /Pci (0x0,0x2) /MAC (B0 .
008778D12E,0x0)
|-PciRoot (0x0) /Pci (0x2, 0x0) /Pci (0x0,0x3)
1-1-PciRoot (0x0) /Pci (0x2,0x0) /Pci (0x0,0x3) /MAC (B0 .
008770D12F. 0x0)

Broadcom Gigabit Ethernet Driver

|-PciRoot (0x0) /Pci (0x2,0x0) /Pci (0x0,0x1)
1-1-PciRoot (0x0) /Pci (0x2,0x0) /Pci (0x0,0x1) /MAC (B0 .
008778D12D.0x0)

Hitachi PCI-¥/PCIe Fibre chamel Driver
3
» |-1-PciRoot (0x0) /Pci (0x3,0x0) /Pci (0x0,0x0) /Fibre( .

Tl=Hove Highlight <Enter>=Select Entry Esc=Exit
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HITACHI Gigabit Fibre Channel BIOS/EFI
2. EF - 2.4 EF - 243
Boot Function Enabled ( -2)
”Installation”

SUSE Linux Enterprise Server 11

Rescue System
Check Installaton Media

Use the & and ¥ keys to select which entry is highlighted.
Press enter to boot the selected DS, ‘e’ to edit the commands before booting or ‘¢’ for
a conmand-line.




(10) “Installation” “linuxefi” “ dud=1"
F10

SUSE Linux Enterprise Server 11

setparams ‘Installation’

set gfxpayload=keep

echo 'Loading kernel ...~

linuxefi /boot/xB6_64/1loader/linux dud=1_
echo ’Loading initial ramdisk ...’
initrdefi /boot/x86_64/loader/initrd

Minimum Emacs-like screen editing is supported. TAB lists completions. Press Ctrl-x or
F10 to boot, Ctrl-c or F2 for a command-line or ESC to discard edits and return to the
GRUB menu.

(11) “Please choose the Driver Update medium.” 1)
CD SUSE Linux Enterprise Server DVD-ROM
DVD USB DVD-ROM : Enter

>>> Linuxrc v3.3.91 (Kernel 3.08.76-0.11-default) <<<

Please choose the Driver Up

sda: USB Disk, HITACHI Virtual HD
sdb: USB Disk, HITACHI Virtual FD
other device




(12) “Please choose the Driver Update medium.” (6)

SUSE Linux Enterprise Server
Enter

“Back”

(13)

ome

SUSE. Linux
Enterprise

Preparation

P Welcome
= System Amalysis
= Time Zone

Installation

* Server Scenario
Installation Surmmary

» Perform Installation

Configuration

» Check Installation
Hostname
Hetwaork

Customer Center

Online Update

Service
= CleanUp
Release hlotes

« Hardwiare Configurstion

|| | Agres tothe License Terms:

DVD-ROM  DVD

»>> Linuxrc v3.3.91 (Kernel 3.0.76-0.11-default) <<<

Pleaze choose the Driver Update medium. ]

jsr@: USB CD-ROM, HITACHI Virtual
sda: USB Disk, HITACHI Virtual HD
sdb: USB Disk, HITACHI Virtual FD
other device

|

SUSE Linux Enterprise Server
SUSE

& Welcome

U'F'E Language

Keyboard Layout
English (U] - |
License Agreement

SUSE(R) Linux Enterprise Server 11 SP3
SUSE Software Licenss Agresment

(™3

PLEASE READ THIS AGREEMENT CAREFULLY. BY PURCHASING, THSTALLING
SND/OR USING THE SOFTWARE (INCLUDING ITS COMPONENTS), ¥OU AGREE TO
THE TERMS OF THIS AGREEMENT AND ACKNOWLEDGE THAT YOU HAVE READ AND
UNDERSTAND THIS AGREEMENT. IF YOU DO NOT AGREE WITH THESE .TERHS| {ul]
NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE. AM INDIVIDUAL ACTING ONM
BEHALF OF AM ENTITY REPRESENTS THAT HE OR SHE HAS THE AUTHORITY Tb
ENTER INTO THIS AGREEMENT OM BEHALF OF THAT ENTITY.

This SUSE Software License Agreement ("Agresment] is a legal
agresment between You (an entity or a person) and SUSE LLC ("SUSE"].
The software product identified in the title of this Agresment, its
structurs, organization, and accompanying documentation
[collectively the "Software"] is protected by the copyright laws and
tresties of the United States and other countries and 1s subject to
LSRR :

TR

Help




SUSE

g SUSE Linux Enterprise Server

(1) RPM

CD Driver & Utility CD for SuSE Linux RPM

/Hitachi/

RPM
1 htc-hfcldd-kmp-default-<driver version>_<build kernel
version>-<release version>.slesl1lsp3.<machine type>.rpm
5 htc-hfcldd-tools-<driver version>-<release
version>.slesllsp3.<machine type>.rpm

# mount /dev/cdrom /media
#cp /media/hfc_media/linux/x86_64/sleslisp3/*.rpm /tmp/.

(2) RPM
2 RPM

# cd /tmp
# rpm -ivh --force htc-hfcldd-kmp-default-4.11.17.2166-1.sles11sp3.x86_64.rpm

htc-hfcldd-tools-4.11.17.2166-1.sles11sp3.x86_64.rpm

1 root
2 rpm 2

# rpm -ivh --force htc-hfcldd-kmp-default-4.11.17.2166-1.sles11sp3.x86_64.rpm
# rpm -ivh --force htc-hfcldd-tools-4.11.17.2166-1.sles11sp3.x86_64.rpm

3 RAMDISK
4

/opt/hitachi/drivers/hba
5) RPM -U,-F

6) rpm rpm



3

version.txt /opt/hitachi/drivers/hba/ " * Version 4.11.17.x***"

# more /opt/hitachi/drivers/hba/version.txt

* Version 4.11.17.2166 Fri Nov 2 2012

4

# reboot



# |Is /proc/scsi/hfcldd

01
) 2
SCsl Fibre Channel
0
version.txt
# more /proc/scsi/hfcldd/X (X (1) )
/proc/scsi/hfcldd/x

Hitachi PCI to Fibre Channel Host Bus Adapter
Driver version 4.11.17.2166 Firmware version 30045d
Package_ID = 0x91
Special file name = hfcldd0

SUSE



Gigabit Fibre Channel DISK oS

Gigabit Fibre Channel DISK

SUSE Linux Enterprise Server

SLES11

1) RPM

# rpm -e htc-hfcldd-kmp-derault-4.11.17.2166-1.sles11sp3.x86_64
htc-hfcldd-tools-4.11.17.2166-1.sles11sp3.x86_64

( htc-hfcldd-kmp-default-4.11.17.2166-1.sles11sp3.x86_64.rpm
htc-hfcldd-tools-4.11.17.2166-1.sles11sp3.x86_64.rpm )

1) root

2) rpm 2

# rpm -e htc-hfcldd-tools-4.11.17.2166-1.sles11sp3.x86_64
# rpm -e htc-hfcldd-kmp-default-4.11.17.2166-1.sles11sp3.x86_64

3) RAMDISK

2)
/tmp/hfcldd_uninstall.log "---- Uninstall
Success"
--—- Uninstall @Hitachi Fibre Channel Adapter Driver - Tue Nov 6 15:26:55 JST 2012
Modify /etc/modprobe.d/hfcldd_param.conf

---- Uninstall Success
3)

# reboot
4)
/proc/scsi hfcldd

# Is /proc/scsi




RAMDISK

RAMDISK
/boot/<image-file-name>.img grub.conf
RAMDISK
RAMDISK

g RAMDISK

mkinitrd

# cd /boot
# /sbin/mkinitrd -k <vmlinuz-file-name> -i <initrd-file-name>



SLES11
q Link Down Time

SLES11
(Link Down Time)

SCSI

SLES11 SCsl
(Link Down Time) dev_loss_tmo
dev_loss_tmo
dev_loss_tmo
dev_loss_tmo
oS : RHEL6 (Link Down Time) hfcmagr
-p (Link Down Time) SLES11
(Link Down Time) hfecmagr -p
SLES11 hfcmgr -p
Link Down Time 0
# _/hfcmgr -p hfclddo
TIme: XXXX/XX/XX XXIXXIXX
WWPN:50000870003021e0 Device:hfcldd0 [LinkUp]

Connection Type

Link Speed : 1Gbps (1Gbps)

: Point to Point[fabric] (Point to Point)

Max Transfer Size 16 MB (-)

Login Delay Time : 0 sec (-) 4‘—’__‘_,.——
Link Down Time : 0 sec (-)

Reset Delay Time : 19 sec (-)
Preferred AL-PA : 0x01 (-)

Reset Timeout : 20 sec ()
Abort Timeout : 8 sec (-)

Queue Depth 132 (H)

Machine Check :8 (H)

Allowed 5 ()

Target Reset Mode : off (-)

LUN Reset Delay 0 (D)

Interrupt Type : Legacy Mode (-)
Logging Mode : default (-)
Login Target Filter : none (-)




g dev_loss_tmo

dev_loss_tmo

cat /sys/class/fc_remote_ports/rport-xxxx/dev_loss_tmo

dev_loss_tmo  SCSI SCSlI "XXXX"
SCSI dev_loss_tmo

SCSI dev_loss_tmo

dev_loss_tmo

echo < > > /sys/class/fc_remote_ports/rport-xxxx/dev_loss_tmo
dev_loss_tmo  SCSI SCSI "XXXX"
SCSI dev_loss_tmo
SCSI dev_loss_tmo
(O} 15

dev_loss_tmo

dev_loss_tmo

/opt/hitachi/drivers/hba/hfcmgr -E hfc_dev_loss_tmo < >
hfcmagr RAMDISK
RAMDISK
q Device mapper multipath dev_loss_tmo
SLES11 Device mapper multipath Device
mapper multipath oS dev_loss_tmo
dev_loss_tmo dev_loss_tmo

Device mapper multipath

Device mapper multipath /etc/multipath.conf /etc/multipath.conf
Device mapper multipath
dev_loss_tmo



q Device mapper multipath fast_io_fail_tmo
SLES11 Device mapper multipath Device
mapper multipath oS fast_io_fail_tmo
fast_io_fail_tmo off” dev_loss_tmo fast_io_fail_tmo
SCSI
oS
fast_io_fail_tmo “off” Device mapper multipath
Device mapper multipath /etc/multipath.conf /etc/multipath.conf

Device mapper multipath
fast_io_fail_tmo

fast_io_fail_tmo

cat /sys/class/fc_remote_ports/rport-xxxx/fast_io_fail_tmo

fast_io_fail_tmo  SCSI SCSlI "XXXX"
SCSI
SCSI fast_io_fail_tmo

fast_io_fail_tmo

echo < > > /sys/class/fc_remote_ports/rport-xxxx/ fast_io_fail_tmo
fast_io_fail_tmo  SCSI SCSI "XXXX"
SCSI fast_io_fall
SCSI fast_io_fail_tmo

( Device mapper multipath)

Device mapper multipath (/etc/multipath.conf)
fast_io_fail_tmo Device mapper
multipath



q Login Delay Time

SLES11
(Login Delay Time)

SLES11 (Login Delay Time)
hfcmagr -p
hfecmagr -p
( )
SLES11 hfcmagr -p
Login Delay Time 0

# _/hfcmgr -p hfclddo
Time: XXXX/XX/XX XXIXX:XX

Connection Type

: Point to Point[fabric] (Point to Point)

Interrupt Type : Legacy Mode (-)
Logging Mode : default (-)
Login Target Filter : none (-)

Link Speed : 1Gbps (1Gbps)

Max Transfer Size  : 16 MB (-) 0
Login Delay Time : 0 sec (-) — |
Link Down Time : 0 sec (-)

Reset Delay Time : 19 sec (-)

Preferred AL-PA : 0x01 (-)

Reset Timeout : 20 sec ()

Abort Timeout : 8 sec (-)

Queue Depth 132 (H)

Machine Check :8 (H)

Allowed 5 ()

Target Reset Mode : off (-)

LUN Reset Delay 0 (D)

SLES11
dev_loss_tmo/fast_io_fail_tmo
fast_io_fail_tmo

Device mapper multipath fast_io_fail_tmo

1 Login Delay Time 2 fast_io_fail_ tmo “off”
dev_loss_tmo

2 Login Delay Time 2 fast_io_fail_tmo ”off”
fast_io_fail_tmo

dev_loss_tmo

(Login Delay Time)
dev_loss_tmo/

dev_loss_tmo 2

fast_io_fail_tmo 2




Fibre Channel Board

Linux (klogd)
klogd syslogd

/var/log/messages klogd,syslogd

hfcrasinfo

hfcrasinfo [-f] [-d <directory>] [-H <hostname>]

-f: (y/n)

-H: hfcrasinfo-< >-< >tar.gz



KERN_INFO(6)

KERN_ERR(3)

KERN_WARNING(4)

KERN_INFO(6)

# cat /proc/sys/kernel/printk

#cat /var/log/messages | grep HFC_
Oct 15,18:58:57 Linux7 kernel: hfclddX:HFC ERR6 Temporary FC Link error (ErrNo:OxXX

(Date) ( ) ( , ) (



2-2
HFC_ERR1 Permanent FC Adapter Hardware error
HFC_ERR2 Temporary FC Adapter Hardware error
HFC_ERR3 Permanent FC Adapter Firmware error
HFC_ERR4 Temporary FC Adapter Firmware error
HFC_ERR5 Permanent FC Link error
HFC_ERR6 Temporary FC Link error
HFC_ERR9 FC Adapter Driver error
HFC_ERRA FC Adapter Interrupt time-out
HFC_ERRB FC Adapter Link Down
HFC_ERRC FC Adapter Diagnostics error
HFC_ERRD FC Adapter PCI error
HFC_ERRF FC Adapter Initialize error
HFC_EVNT1 FC Adapter Link Up
HFC_EVNT2 FC Adapter Link Changed
HFC_EVNT3 FC Adapter Driver Warning Event
HFC_EVNT4 FC Adapter Driver Request Log

HFC_OPTERRO

Invalid Optical Module install

hfcrasinfo
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